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Note: The following Exhibit presents a sample Acceptable Use Agreement outlining obligations and responsibilities
of employees using the district's technological resources. The district is encouraged to consult legal counsel in the
development of such an agreement.

Districts using an Acceptable Use Agreement should require all employees who use district technology to sign the
agreement as an acknowledgment that they have read and understood its contents; see the accompanying Board
policy. As appropriate, the district may also require contractors and affiliated third parties to sign the Acceptable Use
Agreement.

For a sample Acceptable Use Agreement for students, see E 6163.4 - Student Use of Technology.

ACCEPTABLE USE AGREEMENT
AND RELEASE OF DISTRICT FROM LIABILITY (EMPLOYEES)

The Azusa Unified School District authorizes district employees to use district technology owed or otherwise
provided by the district , as necessary to fulfill the requirementsdefined in Board Policy 4040 - Employee Use of
their positionTechnology. The use of district technology is a privilege permitted at the district's discretion and is
subject to the conditions and restrictions set forth in applicable Boardboard policies, administrative regulations, and
this Acceptable Use Agreement. The district reserves the right to suspend access at any time, without notice, for any
reason.

The district expects all employees to use technology responsibly in order to avoid potential problems and liability.
The district may place reasonable restrictions on the sites, material, and/or information that employees may access
through the system. However, the district shall not prevent or restrict access to an employee's mobile or other
communications device(s) if there is a need to seek emergency assistance, assess the safety of a situation, or
communicate with a person to confirm the person's safety.

The district makes no guarantee that the functions or services provided by or through the district will be without
defect.  In addition, the district is not responsible for financial obligations arising from unauthorized use, or misuse, of
the system.

Each employee who is authorized to use district technology shall sign this Acceptable Use Agreement as an
indication, which indicates that he/shethe employee has read and understands the agreement.this Agreement and
Board Policy 4040 - Employee Use of Technology.

Employee Obligations and Responsibilities

Employees are expected to use district technology safely, responsibly, and primarily for work-related purposes and in
accordance with the accompanying board policy and applicable copyright laws. Any incidental personal use of
district technology shall not interfere with district business and operations, the work and productivity of any district
employee, or the safety and security of district technology. The district is not responsible for any loss or damage
incurred by an employee as a result of his/herthe employee's personal use of district technology.

The employee in whose name district technology is issued is responsible for its proper use at all times. Employees
shall not share their assigned online services account information, passwords, or other information used for
identification and authorization purposes, and shall use the system only under the account to which they have been
assigned.

Employees shall not gain unauthorized access to the files or equipment of others, access electronic resources by
using another person's name or electronic identification, or send anonymous electronic communications.
Furthermore, employees shall not attempt to access any data, documents, emails, or programs in the district's system
for which they do not have authorization.

Employees are prohibited from using district technology for improper purposes, including, but not limited to, use of
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district technology to:

1. Access, post, display, create, or otherwise use material that is discriminatory, defamatory, obscene, sexually
explicit, harassing, intimidating, threatening, or disruptive
 

2. Disclose or in any way cause to be disclosed confidential or sensitive district, employee, or student information
without prior authorization from a supervisor, including sharing confidential information or personally
identifiable information with an open artificial intelligence system
 

3. Engage in personal commercial or other for-profit activities without permission of the Superintendent or
designee
 

4. Engage in unlawful use of district technology for political lobbying
 

5. Infringe on copyright, license, trademark, patent, or other intellectual property rights
 

6. Intentionally disrupt or harm district technology or other district operations (such as destroying district
equipment, placing a virus on district computers, adding or removing a computer program without permission,
changing settings on shared computers)
 

7. Install unauthorized software
 

8. Engage in or promote unethical practices or violate any law or Boardboard policy, administrative regulation, or
district practice

Privacy

Since the use of district technology is intended for use in conducting district business, no employee should have any
expectation of privacy in any use of district technology.

The district reserves the right to monitor and record all use of district technology, including, but not limited to, access
to the Internet or social media, Internet searches, browsing history, use of artificial intelligence, communications
sent or received from district technology, or other uses within the jurisdiction of the district. Such
monitoring/recording may occur at any time without prior notice for any legal purposes including, but not limited to,
record retention and distribution and/or investigation of improper, illegal, or prohibited activity. Employees should be
aware that, in most instances, their use of district technology (such as web searches or emails) cannot be erased or
deleted.

All passwords created for or used on any district technology are the sole property of the district. The creation or use
of a password by an employee on district technology does not create a reasonable expectation of privacy.

Personally Owned Devices

If an employee uses a personally owned device to access district technology or conduct district business, he/shethe
employee shall abide by all applicable Boardboard policies, administrative regulations, and this Acceptable Use
Agreement. Any such use of a personally owned device may subject the contents of the device and any
communications sent or received on the device to disclosure pursuant to a lawful subpoena or public records
request.

Records

Any electronically stored information generated or received by an employee which constitutes a district or student
record shall be classified, retained, and destroyed in accordance with BP/ARBoard Policy/Administrative Regulation
3580 - District Records, BP/ARBoard Policy/Administrative Regulation 5125 - Student Records, or other applicable
policies and regulations addressing the retention of district or student records.

Reporting
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Policy Reference Disclaimer:

If an employee becomes aware of any security problem (such asincluding, but not limited to, a cyberattack, phishing,
or any compromise of the confidentiality of any login or account information)), or misuse of district technology,
he/shethe employee shall immediately report such information to the Superintendent or designee.

Consequences for Violation

Violations of the law, Boardboard policy, or this Acceptable Use Agreement may result inrevocationin revocation of
an employee's access to district technology and/or discipline, up to andincludingand including termination. In
addition, violations of the law, Boardboard policy, or this agreement may be reported to law enforcement agencies
as appropriate.

Employee Acknowledgment

I have received, read, understand, and agree to abide by this Acceptable Use Agreement, BP4040Board Policy 4040
- Employee Use of Technology, and other applicable laws and district policies and regulations governing the use of
district technology. I understand that there is no expectation of privacy when using district technology or when my
personal electronic devices use district technology. I further understand that any violation may result in revocation of
user privileges, disciplinary action, and/or appropriate legal action.

I hereby release the district and, its personnel, and the Governing Board from any and all claims and damages arising
from my use of district technology or from the failure of any technology protection measuremeasures employed by
the district.

Name:________________________________ Position__________________________
(Please print)

School/Work Site:_______________________________________________________

Signatures:______________________________ Date:__________________________

These references are not intended to be part of the policy itself, nor do they indicate the basis or authority
for the board to enact this policy. Instead, they are provided as additional resources for those interested in the subject matter of the
policy.

State References Description

Gov. Code 11549.3 Cybersecurity

Gov. Code 3543.1 Rights of employee organizations

Gov. Code 7920.000-7930.170 California Public Records Act

Labor Code 1139 Emergency assistance

Pen. Code 502 Computer crimes; remedies

Pen. Code 632 Eavesdropping on or recording confidential communications

Veh. Code 23123 Wireless telephones in vehicles

Veh. Code 23123.5 Mobile communication devices; text messaging while driving

Veh. Code 23125 Wireless telephones in school buses

Federal References Description

20 USC 7101-7122 Student Support and Academic Enrichment Grants

20 USC 7131 Internet Safety

47 CFR 54.520 Internet safety policy and technology protection measures; E-rate discounts

Management Resources References Description

California Department of Education Publication Artificial Intelligence: Learning With AI Learning About AI

Court Decision City of San Jose v. Superior Court (2017) 2 Cal.5th 608
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https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=GOV&sectionNum=3543.1.
https://leginfo.legislature.ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode=GOV&division=10.&title=1.&part=&chapter=&article=
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=502.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=632.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=VEH&sectionNum=23123.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=VEH&sectionNum=23123.5.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=VEH&sectionNum=23125.
https://www.cde.ca.gov/ci/pl/documents/cdeairesourcekit.pdf


Court Decision City of Ontario v. Quon et al. (2010) 000 U.S. 08-1332

Publication Guidelines for AI integration throughout education in the commonwealth of
Virginia

U.S. Department of Education Publication 2024 National Education Technology Plan

USDOE Office of Educational Technology
Publication

Artificial Intelligence and the Future of Teaching and Learning: Insights and
Recommendations, May 2023

Website California Governor’s Office of Emergency Services

Website CSBA District and County Office of Education Legal Services

Website Federal Communications Commission

Website American Library Association

Website California Department of Education

Website CSBA

Website U.S. Department of Education

Management Resources References Description

Cross References Description

0410 Nondiscrimination In District Programs And Activities

0440 District Technology Plan

0440 District Technology Plan

1100 Communication With The Public

1113 District And School Websites

1113 District And School Websites

1113-E(1) District And School Websites

1114 District-Sponsored Social Media

1114 District-Sponsored Social Media

1340 Access To District Records

1340 Access To District Records

2121 Superintendent's Contract

3512 Equipment

3512-E PDF(1) Equipment

3516.2 Bomb Threats

3580 District Records

3580 District Records

4032 Reasonable Accommodation

4118 Dismissal/Suspension/Disciplinary Action

4118 Dismissal/Suspension/Disciplinary Action

4119.1 Civil And Legal Rights

4119.11 Sex Discrimination and Sex-Based Harassment

4119.11 Sex Discrimination and Sex-Based Harassment

4119.21 Professional Standards

4119.21-E(1) Professional Standards

4119.23 Unauthorized Release Of Confidential/Privileged Information
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https://www.education.virginia.gov/media/governorvirginiagov/secretary-of-education/pdf/AI-Education-Guidelines.pdf
https://tech.ed.gov/netp/
https://oet.wp.nnth.dev/wp-content/uploads/sites/3/2023/03/ai-future-of-teaching-and-learning-report.pdf
https://www.caloes.ca.gov/
https://legalservices.csba.org/
http://www.fcc.gov
http://www.ala.org
http://www.cde.ca.gov
http://www.csba.org
http://www.ed.gov
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=joFUZ6NJEjhlCPt4aUJxKg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=20GUazslshSWbplusDslshycS6S2slshAw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=Myr6ZyVbh2SG70e5GOEJig==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=Rxe6UKImHTvXg39I9yaV9g==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=pWTmRk8rhaplusKxJsigQHF2Q==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=okXvK1MmwQetCw1w3Iplus3rA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=LXAwjsOlnTwZ65wQCWZgKQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=iCKicGE9yrCfWH2pnWw4RQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=BKpr2qmL4slsh3SaDWg8XyawA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=lqqIjge4FQyXcxuslshrSZtxw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=nlslshqkx8PPHchu27jLslsh2qOw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=fRTHZ0CoPdPeqQqwroYawA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=djNxaneev1frk2plusTmhbj0w==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=ChcPdzIb5IRbVfdnmwVvplusQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=7kVvHplusp89MfTRu21KkeyOg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=gBJQiqp6HoSKSacI7PJuRg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=yHBP3vSXOb1lqG0fvuuRVw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=FTA7MF37dZti8px8u0A2hg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=JXYEVy6DgCGFOXAcwjShog==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=g4jRfGGVUyRFR3yM4vd82Q==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=3XM5bxGrrjD6xyATplusw33eg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=yWy8qRcKy2wK298xTfEY2w==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=lyZaw0rFJmVAezQEtCU18Q==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=v3QnPjslshfyZdtT8sLReFslsh7g==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=dIWbxK6MdxPoR4oSekKpluszw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=PidRsjn1M6lXL9tls0Gsow==


4119.25 Political Activities Of Employees

4119.25 Political Activities Of Employees

4131 Staff Development

4132 Publication Or Creation Of Materials

4136 Nonschool Employment

4218 Dismissal/Suspension/Disciplinary Action

4218 Dismissal/Suspension/Disciplinary Action

4219.1 Civil And Legal Rights

4219.11 Sex Discrimination and Sex-Based Harassment

4219.11 Sex Discrimination and Sex-Based Harassment

4219.21 Professional Standards

4219.21-E PDF(1) Professional Standards - Code Of Ethics Classified Employees

4219.23 Unauthorized Release Of Confidential/Privileged Information

4219.25 Political Activities Of Employees

4219.25 Political Activities Of Employees

4232 Publication Or Creation Of Materials

4236 Nonschool Employment

4319.1 Civil And Legal Rights

4319.11 Sex Discrimination and Sex-Based Harassment

4319.11 Sex Discrimination and Sex-Based Harassment

4319.21 Professional Standards

4319.21-E PDF(1) Professional Standards

4319.23 Unauthorized Release Of Confidential/Privileged Information

4319.25 Political Activities Of Employees

4319.25 Political Activities Of Employees

4331 Staff Development

4332 Publication Or Creation Of Materials

4336 Nonschool Employment

5125 Student Records

5125 Student Records

5125.1 Release Of Directory Information

5125.1 Release Of Directory Information

5125.1-E PDF(1) Release Of Directory Information

5131.9 Academic Honesty

6116 Classroom Interruptions

6162.6 Use Of Copyrighted Materials

6162.6 Use Of Copyrighted Materials

6163.4 Student Use Of Technology

6163.4-E PDF(1) Student Use Of Technology

Cross References Description
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https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=2eiZKLk9Hzawg24xNfqRGQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=4A5plus2WmQ8ddgRD1Vrhus1w==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=wTJHfhCAjt9Yy0fTbwTF3A==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=HzYF5rsQ7CLyI6iFLNbePg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=A2plusr48mn6Q2IOUnRuFbd6Q==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=sJPKBO6MKkllU5rpluse7plusyOQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=U4fiiCAAJ7UyUMY3btuQrg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=VynoouOBjDqESxNT0dc3NA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=FslshplusVr73PZJKp7YslshPuAJFAg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=NflUCAFUzdvzLKCleRVOEw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=BTzr5z7lu74bGMRzaB1zpg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=0CACX5af2iPjeAI4ianYVw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=ypNVzYW2RFuF4v0Pg8slshhDg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=ymt4apNWeSucQcifjpRy2w==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=JmuptNduD8Tplusxa8sYNBTzg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=xRfa7gxTNNhwhGuISLDk9w==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=yCzFqAgTttZIql4slshVGsTag==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=sqDYslshzcJslshkzBNDK0nx4aDw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=u7plusKslshoLJjMFtr3PDzVQv8A==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=kM4wuO5Ol3LynTuEQ7zkslshw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=4slsh0gLtoMshViAuVM0plusSHJA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=zVD3tr4FupzGJJX3RuplusO3Q==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=Oaep7gSDRJdWeklkpslshuZcw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=GYWwsA2dQ9z3Qsuk7cphsA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=JjWYf7h3YGxOZw6mIuBluA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=BNplus71gslsh79yBq11K2OHINslshA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=1mFAE6RvN2RSlvnEgwQyRQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=StcJbTlrgplusXqLpa1plusvr1OA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=MaoJUh87zQUWUFeX3ocmplusQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=Pp507eT97plusgzzTZds6DLkg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=GslshnhwYzAqij09jsvIHvCXw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=t9V7GQQ3OlR7acEplusqWRplustA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=EdcXhY2CS7Z8ya14ppAFSg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=iplusYytopKA3ijCJiaoaI2xw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=tp51xRidOa1kJm4z2zTBqQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=wc8KYv4YuzdSslshUBAcxHZ3A==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=RRBipD7pKHm1tWv0Ccpe6A==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=CHRDOyy9d7GYmxgQWEAhpQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030702&revid=uTeZwJKohaQmJIXEvxI9qg==

